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Abstract

Facing the dynamic complex cyber environments, internal and external cyber threat
intelligence, and the increasing risk of cyber-attack, knowledge graphs show great application
potential in the cyber security area because of their capabilities in knowledge aggregation,
representation, management, and reasoning. However, while most research has focused on
how to develop a complete knowledge graph, it remains unclear how to apply the knowledge
graph to solve industrial real challenges in cyber-attack and defense scenarios. In this review,
we provide a brief overview of the basic concepts, schema, and construction approaches for
the cyber security knowledge graph. To facilitate future research on cyber security knowledge
graphs, we also present a curated collection of datasets and open-source libraries on the
knowledge construction and information extraction task. In the major part of this article, we
conduct a comparative review of the different works that elaborate on the recent progress in
the application scenarios of cyber security knowledge graph. Furthermore, a novel
comprehensive classification framework is created to describe the connected works from nine
primary categories and eighteen subcategories. Finally, we have a thorough outlook on
several promising research directions based on the discussion of existing research flaw.
Keywords: Cyber security, high efficiency data transmission.
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number and intensity of attacks and
malware, the lack of qualified cyber
security personnel is a cause for
concern. Since neither the number of
available people nor the required skills
can be increased overnight, companies
increase

must the development of

technologies for modeling experts’

knowledge and experience. The
integration of automation, intelligent
technology, and  attack  defense
technology has become one of the
inevitable trends in the development of
cyber security technology. Cyberattacks
and defenses against them are conducted
in dynamic complex environments, with
numerous factors contributing to attack
success and mission impacts. The
network environments are continually
changing, with the applications installed,
machines added and removed, etc.,
which is one of the main obstacles . On

hand, the information

the other
asymmetry between the offensive and
defensive sides in cyberspace is
becoming more and more obvious as
advanced persistent threat (APT) attacks
, make the limitations of traditional
defense technologies based on expert
rules, machine

learning, and deep

learning have become increasingly
apparent. The relatively simple tasks,
such as feature extraction , anomaly

detection, and data classification , can

no longer restore the full picture of

attack behavior. Expert knowledge
hidden in cybersecurity data is still a
very important breakthrough to solve the

above problems.
II. LITERATURE SURVEY

Deep learning for anomaly detec by

Kumar K, Pande

Anomalies, often referred to as outliers,
abnormalities, rare events, or deviants,
are data points or patterns in data that do
not conform to a notion of normal
behavior. Anomaly detection, then, is
the task of finding those patterns in data
that do not adhere to expected norms,
observations.  The

given  previous

capability to recognize or detect
anomalous behavior can provide highly
useful  insights across industries.
Flagging unusual cases or enacting a
planned response when they occur can
save businesses time, costs, and
customers. Hence, anomaly detection
has found diverse applications in a
variety of domains, including IT
analytics, network intrusion analytics,
financial fraud

medical diagnostics,

protection, manufacturing  quality
control, marketing and social media

analytics, and more.
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Cyber security ontology is used to
describe cyber security concepts and
relationships between concepts in a
cyber security field or even a wider
range. These concepts and relationships
have a common, unambiguous, and
unique definition that everyone agrees
on in the shared range, which makes
humans and machines can communicate
with each other . Unified ontologies,
such as STUCCO , Unified
Cybersecurity Ontology (UCO) , were
created in the field of cyber security to
incorporate and integrate heterogeneous
data and knowledge schemas from
various cybersecurity systems, as well as
the most commonly used cybersecurity
standards for information sharing and
exchange. For different specific
application scenarios, researchers have
developed different ontologies, such as
intrusion detection , malware
categorization and behavior modeling ,

cyber threat intelligence (CTI) analysis
III. PROPOSED SYSTEM

Networks always face security issues
with different types of attack in which
some are permanent and some are non-
permanent. APT (advance Persistent
Attack) remain in network permanently.
Existing algorithms on cyber threat

intelligence (CTI) focus on automating

the extraction of threat entities from

public sources thatdescribe attack events
but this technique is not feasible so in
propose  paper author employing
Knowledge Graph on APT attack dataset

to discover APT attacks.

Building ontology based knowledge
graph from APT dataset to extract
network features and then employing
deep learning BI-LSTM with GRU
layersalgorithm to train a model on APT
graph features and this model can be
applied on any network test data to
identify whether test data is normal or

contains any APT attacks.

To implement this project author has
used APT Text base network dataset and
then apply BERT (bidirectional encoder
representations  from  transformers)
algorithm on text data to convert into
numeric vector and this vector contains
average frequency of each words from
the dataset. This BERT vector will be
input to BI-LSTM with GRU algorithm
to train a model and this model will be
applied on test data to calculate
prediction accuracy, precision, recall

and FSCORE.

SYSTEM ARCHITECTURE
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IV.  RESULTS DISCUSSION

To implement this project we have

designed following modules

1) Upload APT Attack Dataset:
using this module we will upload
APT dataset to application and
then find various cyber security
attacks found in dataset and then
plot a graph with all those attack
names and their appearance
frequency

2) Knowledge Graph from Dataset:
using this module we will input
entire dataset to graph algorithm
to build a knowledge graph and
this graph will display how
attacks using network features

3) Preprocess Dataset: using this
module we will remove missing
values and then  shuffle,

normalize and split dataset into

train and test where deep
learning algorithm will take 80%
dataset for training and 20% for
testing

4) Run BI-LSTM with GRU

Algorithm: 80% dataset will be
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input to BI-LSTM algorithm to
train a model and this model will
be applied on test data to
calculate prediction accuracy

5) Comparison Graph: using this
module we will plot propose
algorithm accuracy and other
metric comparison graph

6) Attack Detection from Test Data:
using this module we will upload
test data and then propose

algorithm will analyse test data

to predict APT attacks

To run project double click on ‘run.bat’

file to get below screen

SR, A Cbmsacuity Fomledge Graphfor cvanced et Thres oganaion Stibition

CSKGHAPT: A Cybersecurity Knowledge Graph for Advanced Persistent Threat Organization Aftribution

Run Algorithm

Attack Detection from Test Dats

In above screen click on ‘Upload APT
Attack Dataset’ button to upload APT

dataset and get below output
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In above screen selecting and uploading
APT dataset and then click on ‘Open’

button to load dataset and get below

output

In above screen in text area we can see
dataset loaded and in graph we can see
x-axis contains APT names and y-axis
contains attack count and now close
above graph and then click on
‘Knowledge Graph from Dataset’ button

to build graph and get below output

In above screen from dataset we got
knowledge graph with various attacks
and now close above graph and then
click on ‘Preprocess Dataset’ button to

process dataset and get below output

(CSKGAAPT: A Cybersecurity Knowledge Graph for Advanced Persistent Threat Organization Attuibution

In above screen dataset processing
completed and we can see dataset
contains 1415 records and then
application using 80% (1132 records)
dataset for training and 283 (20%
records) dataset values for testing and
now click on ‘Run BI-LSTM with GRU
Algorithm’ button to train deep learning

algorithm and get below output

In above screen with deep learning BI-

LSTM algorithm we got 98% prediction
accuracy and in confusion matrix graph
x-axis represents Predicted Threat
Labels and y-axis represents True labels
and all blue colour boxes contains
incorrect prediction count which are
very few and all different colour boxes
in diagnol represents correct prediction
count. So deep learning algorithm can

predict APT threat with an accuracy of
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98%. Now close above graph and then
click on ‘Comparison Graph’ button to

get below graph

CSKGAAPT: A Cybersecurity Knowledite Grah for Advanced Peisistent Theeat Grasuication Atibution

In above graph x-axis represents deep
learning BI-LSTM metric names like
accuracy and other and y-axis represents
values and in above graph we can see all
metrics of algorithm is closer to 1. So
we can say this algorithm is best in
performance and now close above graph
and then click on ‘Attack Detection
from Test Data’ button to upload test

data and get Threat prediction output

In above screen we are selecting and

uploading ‘testData.csv’ file and then
click on ‘Open’ button to get below

output
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CSKG4APT: A Cybersecurity Knowledige Graph for Advanced Persisteat Threat Organization Attribution

|tk Drtction o e Do |

In above screen in square bracket we can
see test data and after arrow symbol ==»
we can see predicted Threat which is

showing in below screen

CSKGAAPT: A Cybersecurity Knowledge Graph for Advauced Persistent Threat Organization Aftribution

In above screen in blue colour text we
can see predicted APT as ‘Hurricane’
and similarly scroll down above screen

to view all threats

CSKGAAPT: & Cybersecarity Knowledge Graph for Advanced Persistent Threat Organization Aftifbution

CSKGAAPT: A Cybersecarity Knowledge Graph for Advanced Persistent Threat Orgaslzation Attribution
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V. CONCLUSION

In this review, we have provided a
critical overview of the various works
on the application scenarios of the cyber
security knowledge graph. To begin, this
paper introduces a brief overview of the
background, concepts, and construction
technologies of the cyber security
knowledge graph. Then, several open-
source datasets that are available for
building cyber security knowledge graph
and the information extraction task, and
their drawbacks are illustrated. In the
fourth part of this paper, we carried out a
comparative study of the different works
that elaborate on the recent progress in
the application scenarios of CSKG. A
novel comprehensive  classification
framework was developed for describing
the related works from nine main
aspects and eighteen subclasses. Finally,
based on the discussion of shortcomings

of existing research, future research

directions have been prospected.
Security managers can use KG to
intuitively understand security

intelligence, network situation, entity
relationships, and then discover the
attributes of security entities, which

could serve as a foundation for
understanding cyber security
knowledge, analyzing cyber security

data, and discovering attack patterns and
abnormal characteristics related to
cyber-attacks. It is hoped that this
research will contribute to a deeper
understanding of how to apply cyber

security knowledge graph
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